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When someone mentions behaviour,
what crosses your mind?  Perhaps: “Oh
no, here comes another lecture”? You
wouldn’t be alone with that thought.

Discussing behaviour is a hot topic in
the world of safety, because “being safe”
or “practising good safety habits” is, in
fact, how we behave on the job.
Unfortunately, the discussion usually
happens when something goes wrong.
In a way, it’s almost like we are
expected to be “bad” before we can learn
to be “good”. That doesn’t seem to make
much sense when you think about it. 

Good safety behaviour should not have
to come at the expense of you or
someone you work with doing
something wrong. What if the event
was a serious accident, or worse, a
fatality?  Should we wait and not
bother about our behaviour until a
tragedy happens? Again, that doesn’t
seem to make much sense when you
think about it.

What’s tough about practicing good
safety habits every day is that it comes
with little reward. Although accolades
are usually given for “no lost time
incidents” or “zero accidents this
month”, the day to day safety habits
you practice will likely go unnoticed
until you don’t practice them and you or
a co-worker gets hurt. Unfortunately,
this is the general way of thinking in
our society today… “if it aint broke,
don’t fix it.”

So even though you may not get the pat
on the back every day for working
safely, don’t let that stop you. You are
making sure you make it home to your
loved ones every night with all your
limbs intact, and your brain and heart

in good working order. That’s right.
Succumbing to stress at work is also
unsafe. It may sound cliché, but you
need to take care of you first.

Here are a few reminders to keep
your safe behaviour in check:

nAlways pay attention. Stay alert to
the possible hazards in your work
environment so that you can take steps
to correct or guard against them.

n Think before you act. Accidents
usually occur when someone decides -
consciously or not - to take a chance.
Avoid unnecessary risks.

nConcentrate on the task(s) at
hand. Distractions, boredom or fatigue
can lead to accidents and other safety
hazards.

n Take the time to do things
correctly every time. Even if it’s
something like buckling a seatbelt for a
quick trip. No shortcuts mean less risk.

nResponsibility: Take responsibility
for a safe work environment to benefit
yourself and others.

Working safely the right thing to do
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(NC) Planning to
spruce up your
property? Taking
the time to
landscape well
will not only
make your home
a pleasant place
to live in while
adding curb
appeal — it will
also help you use
your electricity
wisely. Here are some tips:

nDon’t crowd your house or
overhead lines with new trees.
These trees could become
troublemakers and potentially cause
an outage. Make sure to plant tall-
growing trees at least eight metres
away from distribution power lines.

nDo invest in deciduous trees.
These trees shed leaves and assist in
providing optimal temperatures all
year round. They shade from the
summer sun to cut down on heat gain
and lose their leaves in winter to
allow sunlight to enter your home.
Plant them to the south and the
southwest around your home’s
windows to provide shade from late
afternoon and evening sun.

nDo let your energy savings
bloom. Planting a large flower
garden with tall plants helps retain
moisture in the ground. The larger
your garden, the less time and energy
you spend watering and mowing your
lawn in the long run.

n Consult a professional. You may
want to use a contractor if you are
undertaking a larger landscaping
project. Be sure to get a number of
quotes and take the time to check
references. 

Is your family ready to adopt a new pet?
(NC) Many of us would love a furry
friend at home but deciding whether
to add a pet to your family is a big
decision. 

If you’re thinking about adding a
pet to your family, consider these
points from pet experts to help
you make a decision:

1. In an increasingly digital world
where socializing is often done online,
pets provide real-life companionship
and help make social connections.

2. Pets teach important lessons about
forgiveness. If you don’t spend enough
time with your pet one day, they
won’t hold it against you and the next
day they’ll have completely forgiven
you.

3. Whenever you have a difficult day,
even if the problems were caused by

you, your pet will still be excited to
see you when you return home and
will remain at your side.

4. Research shows that pets reduce
stress and anxiety. In a hectic family
household, pets can help provide
calm, loving balance.

5. Pets, particularly dogs, get you to
move more. It’s easy to say no to
exercise after a busy day at work and
school, but if the dog needs its walk,
someone in the family will have to
lace up their shoes.

6. Although children favour kittens
and puppies, adopting an older pet is
less work. 

7. If now is not the right time for a
pet, encourage your child to make a
small donation to a local animal
rescue or shelter to help a pet in need.

Leave some DIY projects to the experts
(NC) Unless you have technical
qualifications and a lot of experience,
there are some projects and types of
work that you are better off leaving to
the pros. These are the ones that
involve safety risks for you and your
family, and it is better to let a
professional to do the work.

n Plumbing, electrical and gas
repairs and installations.
Depending on provincial regulations,
a licensed contractor may be
necessary by law. Make sure you
know the rules where you live. For
the sake of your family’s safety, work
involving electricity and/or gas service
should only be done by a qualified and
licensed contractor. Because this type
of work can result in a safety hazard
if done incorrectly, permits are

usually required. 

nRoofing or other exterior work
involving heights. These projects
require proper safety equipment that
must be correctly used. If you don't
have such equipment and know how
to use it properly, don't take chances
— hire a pro. 

n Asbestos removal. You should
always use a professional for this
tricky project, and provincial laws
likely require it. Don’t risk your
health by doing this work on your
own.

The Canadian Home Builder’s
Association offers free information on
how to hire a contractor the safe way.
Visit www.getitinwriting.ca.

Dos and don'ts for
energy conservation
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(NC) Once the
snow melts and
we shed our
winter layers, it’s
time to get out
and become more
active, both
physically and in
our communities. Here are some
meaningful ways to get started!

Use your lunch hour: Instead of
sitting at your desk with a sad
brown lunch bag, use that hour to
do something that makes you happy
and active. Head over to the gym,
plan a lunch date to catch up with a
friend or do some errands near your
office on foot.

Join a class or group:Many of us
spend the cooler months in our cozy
nests and schedule fewer social
engagements. Get the emotional and
health benefits that group activities
provide by signing up to learn a new
language, trying out the latest
fitness craze or checking out a local
book club.

Start moving outside: Shifting
indoor activities outdoors will help
you get more fresh air, soak up
much-needed vitamin D and have
more opportunities to engage with
your neighbours. Trade in your
workout at the gym for a run
through the park, or swap out short
car rides for biking or walking trips.

Manage your screen time: Being
conscientious about how and when
you browse social media or binge-
watch television can free up minutes
and hours you didn't know you had.
Set clear goals like catching up on
your favourite show or checking out
your social feeds for just 15
minutes—and then, stick to them.

Watch out for this hidden risk in the kitchen
(NC) Many people know about the
risk of illness when consuming raw
dough or batter that uses raw eggs.
Did you know that consuming
raw flour can also be risky? Flour
can be contaminated with harmful
bacteria such as E. coli and should
only be consumed once cooked.

Although licking the cookie
dough or the chocolate cake mix
can be tasty, it’s really not worth
the risk because eating even a
small amount of contaminated
flour can make you sick. Flour is a
raw ingredient that should be
consumed only after being cooked.
Eating uncooked flour contaminated
with E. coli can cause an infection.
Symptoms can include stomach
cramps, diarrhea and vomiting. E. coli
infections can be serious enough to
require hospitalization.

Most at-home chefs know that flour
gets almost everywhere in the
kitchen. But if that flour is
contaminated with E. coli, your hands
and other surfaces that come into
contact with it can be contaminated
too. You should handle raw flour no
differently than you would handle
raw meat.

While anyone can get an E. coli
infection, pregnant women and young
children ages five  and under are
among those most at risk to develop
more severe health problems,
including kidney failure, seizures and
stroke. Although rare, death can also
result from an infection.

Here are some tips for cooking
with flour:

In order to prevent cross-
contamination, keep raw foods,
including flour products, separate
from other foods when you cook.

n Use separate bowls, measuring
cups and utensils to keep flour, raw
dough and raw batter separate from
ready-to-eat food.

n Do not add flour to foods that will
not be cooked, such as milkshakes
and ice cream mixes.

n Bake or cook items containing flour,
including flour used for thickening.

n For products such as cake mixes,
follow package directions for proper
cooking temperatures and specified
times, as these may contain raw flour.

Ways to become more
active this spring
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(NC) You may have heard the term
“antimicrobial or antibiotic
resistance” — but what does it really
mean? And why should you care?
Antibiotics are medicines that can
quickly help to treat some types of
infection caused by bacteria.
Antimicrobial resistance means
that various types of germs
survive even when medicines are
used to treat them.

When antibiotics are used too much
or not used in the right way, they may
not work anymore. Antibiotic
resistance means that the bacteria
that are making you sick no longer
respond to the antibiotic and you
continue to be sick. Without urgent
action, we are heading toward a
future in which infections and minor
injuries once cured by antibiotics,
could once again kill.

Few new antibiotics are being
developed, so we need to treat them
like a non-renewable resource.  We
need to do everything we can to
maintain the effectiveness of existing
antibiotics. There are two ways that
you can help: by avoiding illness; and,
only using antibiotics when they are
really needed.

You can avoid illness by:
n Washing your hands frequently.
n Getting vaccinated and keeping
vaccinations up to date.
n Cleaning common surfaces with
soap and water.
n Staying home when sick.
n Storing, handling and preparing
food safely.

Not all illnesses can or should be
treated with antibiotics. Proper
diagnosis by a healthcare provider is
the first step. If you’re prescribed
antibiotics, make sure you use them
only as directed.

Think food safety in the workplace
Foodborne illness knows no particular
season and it can be as much a
danger in the workplace as anywhere
else.

It’s a topic that easily applies to the
restaurant and food services industry,
but if your workplace has a fridge, a
microwave or kitchen facilities of any
type, food safety rules apply to it as
well. 

Infectious diseases spread through
food or beverages are a common and
sometimes life-threatening problem.
There are more than 250 known
foodborne diseases. Bacteria cause the
most cases, followed by viruses and
parasites.

Natural and manufactured chemicals
in food products also can make people
sick. Some diseases are caused by
toxins (poisons) from the disease-
causing organism, others by bodily
reactions to the organism itself.

Maintaining a clean work
environment is critical in preventing
foodborne illness. Bacteria can grow
on unclean surfaces and then
contaminate food. Cleaning with soap
and other detergents is just one step
of the cleaning procedure. It is also
necessary to sanitize. Cleaning will
remove any dirt or grease, but will not
necessarily kill any bacteria or other
pathogens. Only a sanitizer will
ensure the area is safe for food
preparation. Leading sanitizers used
in the food service industry are
chlorine solutions (bleach),
quaternary solutions (quats) and
iodine.

These are general tips that apply
to all workplaces.

n Keep raw food separate from cooked
foods to avoid cross-contamination. If

raw food is spilled, or comes in contact
with cooked food, clean it up and
discard cooked food.

n Know the ‘danger zone’. Bacteria
can grow in temperatures between
4.5C and 60C (40F and 140F), so keep
hot food hot (above 60C) and cold food
cold (below 4C)!

n Place raw food on the bottom of
fridge to avoid having raw food thaw
and drip on other refrigerated items. 

n Wash fresh fruits, vegetables, and
bagged salads and spinach. Washing
produce ensures that harmful
pesticides or raw food bacteria are
removed before consumption.

n Wash hands, utensils, and kitchen
surfaces with hot soapy water after
they touch raw meat or poultry.

n Clean the fridge out from time to
time. Remove outdated products,
questionable looking items and any
containers that look like a science
experiment.

n Be sure to keep a microwave clean
and free of debris. Food  should be
covered when microwaving to prevent
splattering.

n To avoid harmful bacteria growth
after a meal, ensure that all leftovers
get packaged up separately, and
refrigerated right away.

What is antimicrobial
resistance?
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(NC) The season for new beginnings
has more benefits than the emerging
greenery. Here are some tips on how
to spring forward into saving energy
during longer days:

1. It’s as simple as pulling a plug.
Once your cell phone or tablet is fully
charged, make sure to unplug the
chargers for these devices. Up to 50%
of the electricity they draw is lost as
heat.

2. Screen out your screensavers.
Did you know that computer screen
savers can use up to twice as much
energy than putting your computer
into “sleep” mode? Save by disabling
your screensaver, or better yet,
unplugging your computer entirely
when not in use.

3. Time your dime. Invest in
lighting controls such as motion
sensors, timers and dimmer switches,
as they create ambiance in the home
while saving energy. These control
technologies also save energy by
reducing lighting use and are among
the simplest, least expensive energy-
management devices available.

4. Don’t let standby mode suck up
your energy. Love recording your
favourite television shows? You may
not know that personal video
recorders consume 70% of their
energy in standby mode. Check in
with your cable provider to see if they
offer a model that can be turned off.

Will it be earplugs, earmuffs or both?
Ideally, the best way to deal with the
risk of hearing loss in the workplace
is to reduce the amount of noise.
When that’s not possible the
alternative is the wearing of a hearing
protective device (HPD) usually
earplugs and/or earmuffs.

Your employer should determine the
exposure levels to noise in your work
environment to properly determine
the level of protection you need. 

The HPD selected must meet the
requirements of CSA Standard Z94.2-
02, Hearing Protection Devices –
Performance, Selection, Care and
Use. The classification of hearing
protectors is based on how much they
“attenuate” or reduce sound levels at
nine different frequencies. The
manufacturer must provide this
information to the equipment user.  

In certain situations, wearing both
types at the same time can be
effective. This is known as dual
protection and can be mandatory if
noise exceeds a certain level.

Although the choice of a protector is
often a matter of taste and comfort,
there are advantages and limitations
to consider:

Earplugs
Advantages— Small and easy to
carry around, convenient to use with
other hearing protection, more
comfortable for long-term use in hot
and humid work environments,
convenient for use in confined work
areas.
Disadvatages — Require more time
to put on, more difficult to insert and
remove, might irritate the ear canal,
easily lost or misplaced.

Earmuffs 
Advantages— Designed so one size

fits most heads, easily seen at a
distance to assist in the monitoring of
their use, difficult to lose, possible to
wear even with a minor ear infection.
Disadvantages — Less attenuation
variability among users, less portable
and heavier, more difficult to use with
another hearing protector, more
uncomfortable in hot and humid
environments, more inconvenient for
use in confined spaces, might
interfere with the wearing of safety or
prescription glasses.

It’s important to realize that there
can be problems with overprotection.
Workers wearing HPDs that provide
too much attenuation can feel isolated
from their surroundings. Speech or
warning sounds can be
unrecognizable. Overprotection can
lead workers to resist wearing  HPDs. 
Protectors should be chosen to provide
sufficient, but not excessive,
attenuation. To be effective, they
must not be removed, even for short
periods.

It is critical to know how the
equipment is worn. Earplugs or muffs
that do not fit properly can lose a
significant amount of their protectiive
capacity. 

Modifying protectors to reduce
discomfort by drilling holes in earcups
or reducing earmuff headband tension
can seriously compromise their
effectiveness.

Spring into energy
savings
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Concussion safety legislation passed
Concussion safety legislation designed
to protect amateur athletes and
educate coaches about the dangers of
head injuries has passed in the
province of Ontario.

The bill, named Rowan’s Law in
memory of 17-year-old Rowan
Stringer who died from concussion-
related injuries, passed in March.

This new legislation requires sport
organizations which may include
post-secondary institutions to
implement the following:

n Annual review of concussion
awareness resources by athletes,
parents/guardians of athletes under
18 years of age, coaches, and any
other positions, such as officials, as
prescribed by regulation.

n Establish a removal-from-sport
protocol for athletes suspected of
having sustained a concussion.

n Establish a return-to-sport protocol
for athletes who have sustained a
concussion, or who are suspected of
having sustained a concussion.

n Establish a concussion code of
conduct. 

The culture of sports can have a
negative impact on athletes’ self-
reporting of concussion symptoms  in
order to be able to keep playing.
Athletes, their teammates, and, in
some cases, coaches and parents may
not fully appreciate the health threats
posed by concussions. This legislation
is a sign that concussion issues are to
be taken seriously.

HEALTH
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(NC) Eating well starts at the grocery
store. It’s much easier to prepare
healthier meals and snacks when
your kitchen is stocked with healthier
ingredients. 

But with thousands of products to
choose from, buying nutritious foods
can be a challenge. Follow these tips
to make tasty and nutritious food
choices for you and your family:

Plan healthy meals and snacks.
Think about your family's schedule.
Planning quick and easy meals ahead
of time could be the answer to a busy
week filled with sports and other
activities, without falling into the trap
of eating unhealthy convenience foods
and snacks.

Write a grocery list.Writing a
grocery list before going to the store
will save you time and money and
help you shop only for the foods you
need.

Think about what goes in your
cart. Include a variety of vegetables,
fruit, whole grains, and protein-rich
foods in your grocery cart.

Use the food label. Read the
information on the food label to make
informed choices. Choose products
that are lower in sugars, saturated
fats and sodium. Remember, 5%
Daily Value is a little, 15% is a lot.

Check out serving sizes on the
Nutrition Facts table. The nutrition
information in the Nutrition Facts
table is based on the specific serving
size listed. If you’re comparing
different products to find the
healthier choice, be sure that the
serving sizes on both products are
similar.

Healthier eating for healthier teeth
(NC) Food and beverage choices affect
your oral and overall health. The
more sugar you eat, the worse off your
teeth and body will be.

Sugar-rich foods increase the risks of
tooth decay and obesity, and
carbonated beverages, which are also
high in sugar, contribute to the
erosion of tooth enamel.

As your partners in prevention,
dental hygienists remind you to
maintain a balanced and nutritious
diet so that teeth and gums receive
the nutrients that are essential to
maintaining oral and overall health.
They offer five simple tips:

n Make water your beverage of
choice.

n Eat foods from all four food groups.

n Avoid sugary snacks, carbonated
beverages, and chewy, sticky foods.

n Brush twice a day for two minutes
each time.

n Clean between your teeth and use
an antiseptic mouthwash daily.

During your next dental appointment,
ask your dental hygienist about
healthy food and beverage choices
that will keep your smile bright for a
lifetime.

Tips for healthier
grocery shopping
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(NC) Once you have registered your
consent to organ and tissue donation,
the most important step is talking to
your family about your wishes. You
may find the topic of donation an
uncomfortable one to think about, but
when someone passes away suddenly,
their family is often faced with a hard
decision at an already difficult time.

The situation can be made a little
easier if your family is aware of your
wishes. Knowing that a loved one’s
final wishes were carried out, and
helped save lives in the process, can
be a great source of comfort. Here are
some ideas on how to talk to your
family about organ and tissue
donation.

1. Prepare for your conversation.
Think about possible questions and
seek answers.

2. Talk about the subject where it
feels comfortable and natural. Where
does your family feel most
comfortable discussing sensitive
issues?

3. Discuss your wish for organ and/or
tissue donation with your loved ones
and anyone else who may need to
know.

4. Who would be called to your
bedside if you were about to die?
These are the people who will be
involved in the donation process.

5. Talk to them about your decision to
register and listen openly to their
concerns.

6. Explain why their support is
important to you and to people who
are waiting for a transplant.

Visit www.beadonor.ca. 

Ways to protect the whole family on the water
(NC) While many families rush to
enjoy the outdoors as soon as the
weather gets warmer, it's important
to take a moment and review safety
procedures – especially around water.

Whether you’re going to a pool party,
the beach or boating at the cottage,
gather the family — even your pet —
and make sure everyone knows how
to stay safe around water.

Never leave a child or pet
unattended. If you’re going for a
swim, always make sure there is
supervision or that you're swimming
with a buddy. Some family members
may not be the strongest swimmers
and can fatigue more easily.

The same goes for your four-legged
friends — not all dog breeds are
suited for water. Breeds with short
snouts like pugs are better off on dry
land. Even if you think you’re a strong
swimmer or have a water-loving dog
breed, they should never be left
unattended. To add an extra measure
of safety, consider a lifejacket for
yourself and your canine.

If you have a pool, place a barrier
around the perimeter. Children

and pets can easily fall into the water
when you are not looking.

Practise water safety. Learning
safety skills is key. Take swimming
lessons and make sure you know
where to exit or where the nearest
resting place, like a floating dock,
may be located. For dogs, practise
exiting the water together until your
dog understands how to get out if they
accidently fall in. Hold your pet and
guide them as they doggy paddle to
the stairs of your pool or to shore.

Learn CPR. Knowing and getting
CPR certified can save lives. While
many people may automatically
resort to CPR after someone has
drowned, administrating it without
training may cause even more
injuries. Sign up for courses and learn
CPR for both humans and pets.

How to talk with your family
about organ donation
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Recent investigations have linked
frozen raw breaded chicken products
to Salmonella outbreaks. That’s why
its important to handle this food
safely.

While these products may appear to
be pre-cooked or browned, they
contain raw chicken. Cook all frozen
breaded chicken products to an
internal temperature of at least 74°C
(165°F) to ensure they are safe to eat.
To protect yourself from Salmonella
bacteria, wash your hands thoroughly

with soap and warm water before and
after handling these products, follow
package cooking instructions and use
a separate plate when handling. 

People infected with Salmonella can
have a wide range of symptoms,
including diarrhea, fever and
abdominal cramps. These symptoms
usually last for four to seven days. In
healthy people, Salmonella infections
often clear up without treatment. In
some cases, severe illness and
hospitalization may occur.

Could Salmonella be lurking in your chicken fingers?
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Pre-moistened towelettes called “wet
wipes” are an increasing trend in our
bathroom culture. Due to the
convenience and comfort they offer,
more and customers are opting to buy
these wet wipes instead of traditional
toilet paper. 

The fact that many of these wipes are
being marketed as flushable, keeps
them competitive with their paper
rival as users are not forced to find
some alternative means of disposing
of them. But are these wet wipes
really as flushable as their
vendors would like us to think?

If it’s simply of matter of being able to
flush down the toilet drain, then yes,
unless you decide to unleash an entire
army of wipes into your toilet drain,
most wet wipes should disappear
without any problem. However, its
further down the wipes’ path that
could be an issue. If you have tree
roots that are spidering into your
sewage pipes, then these “flushable”
wet wipes could be a problem
(especially with older plumbing). 

These wipes could get caught on the
roots that are making their way
through your piping causing
blockages. Unlike toilet paper which
normally dissolves in no longer than
24 hours, wet wipes may dissolve for
weeks or months causing serious
clogs.

And the problem doesn’t stop there. If
the wet wipe makes it past your
sewage plumbing, it may still cause
problem at your local sewage
treatment plant. 

It’s best to avoid flushing wet wipes ,
as it could cause damage to both your
and your city’s plumbing fixtures. 

Key safety tips when cooking with your family
(NC) Many of us enjoy preparing
meals as a family, and it can be a
great way to get the kids involved and
learning to make healthier food
choices. But while you’re cooking up a
storm, be sure to practice essential
food safety to protect everyone you're
feeding.

The first step is making sure the
food you are serving is fully
cooked. The only reliable way to
make sure that meat, poultry, fish
and seafood dishes reach safe internal
cooking temperatures is to use a
digital food thermometer.

We often look for other signs that food
is cooked properly, like the colour of
the meat and its juices or a change in
texture. But these methods can’t
accurately confirm that harmful
bacteria have been killed.

Every year, as many as four million
Canadians are affected by foodborne
illnesses.  Many of these cases could
be prevented by following proper food
handling and preparation steps. 

Protect your family by following
these food safety tips:

n Cook food completely, using a clean
digital thermometer to measure the
temperature. There are many
different types of food thermometers
currently available on the market, but
digital ones are considered the most
accurate because they provide instant
and exact temperature readings.

n Remove your food from the heat
and insert the digital food
thermometer through the thickest
part of the meat, all the way to the
middle.

n Make sure that the thermometer is
not touching any bones, since they

heat up more quickly than the meat
and could give a false reading.

n Follow the safe internal cooking
temperatures chart to make sure that
the food has been cooked to a safe
internal temperature.

n If you are cooking or grilling pieces
of meat, poultry, fish or seafood, make
sure to check the internal
temperature before serving because
food can cook unevenly.

n For hamburgers, insert the digital
food thermometer through the side of
the patty, all the way to the middle.
Oven-safe meat thermometers
designed for testing whole poultry
and roasts during cooking are not
suitable for testing other foods.

Find more information and a
complete chart of cooking
temperatures at
www.canada.ca/foodsafety.

Flushable wet wipes can
cause some serious
damage
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The security of the electronic tools you use at work,
such as your laptop or smartphone is something an
IT department usually takes care of. However, once
you leave the building with these company-issued
devices, it becomes your responsibility to ensure your
devices are safe from viruses, hacking and theft.

Using these tools for personal use while away
from work should be limited, but of course it
happens. Here are some useful tips to keep in
mind to keep these devices safe and secure:

n Lock your phone.Most modern devices allow
you to lock your phone with a fingerprint or a retina
scanner which are excellent tools as it prevents
“shoulder-surfers” from seeing your passcode and the
temptation to steal your device. If your phone does
not have these options, choose a passcode other than
1-2-3-4.

n Encrypt the storage. Check the options your
phone offers for encryption. Some of the most recent
smartphones do it even by default seamlessly
without the user even noticing. If your device is lost
or stolen, even the more advanced adversaries will
have little to no chance of getting to your data.
Imagine what would happen if somebody got to your
photos, messages, e-mails, and would have ability to
log onto your social networking accounts.

n Set up remote wipe. This function allows you to
wipe all data remotely if your phone is lost or stolen.
Remote wipe occurs as the first thing when the
device connects to the internet. Often, you can also
locate your device using other features this service
will offer you which will allow you to find your phone.

nOnly travel with the information necessary
for the work you will be doing, or the meeting you
will be attending.  Leave other files or sensitive
information back at the office. That way if your
laptop or phone is lost or stolen, the amount of data
on the hard disk is limited. For added security,

encrypt the files you take with you.

nNever leave your devices unattended in public
places like the airport, train station, hotel
restaurant, or even in the airplane itself, even if it’s
only to use the restroom for a few minutes, or to
order another coffee.

nOnly activate Wi-Fi/infrared/Bluetooth when
needed and turn them off when you are finished
using them.

n If your devices are not managed by an IT
department, make sure you have the latest
update of your anti-virus software and that all
security patches are installed for the operating
system and installed applications.

n Set up emergency contacts visible from your
computer or smartphone’s password entry
screen. Check settings on your smartphone to see if
you have this feature. This might help if a good
Samaritan finds your phone, or worse, something
happens to you, and the person will want to call your
emergency contact. 

n Be aware of phishing scams in emails.
Sophisticated phishing scams are a leading way that
cybercriminals steal data, and it is easy to fall for
them, especially if they show up in your work email
account. For example, you receive an email that has
an urgency to it (e.g., subject line: "Get back to me
asap"). Inside the mail is a link that the sender urges
you to click on. The link takes you to a fake website
that lures you into revealing sensitive company
information. Avoid clicking on links inside emails
unless you are certain where the link is coming from.
Check the sender’s email address to ensure its
authenticity and notify IT right away.

These tips are also useful for your personal devices
and are included in your handout. Thanks for your
attention today.

Keep work-issued devices safe and secure
Read this part of the meeting aloud
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Keep work-issued devices safe and secure

Distribute to meeting attendees.

Using workplace laptop computers and smartphones for personal use while away from
work should be limited, but of course it happens. Here are some useful tips to keep in

mind to keep these devices safe and secure:

n Lock your phone. Most modern devices allow you to
lock your phone with a fingerprint or a retina scanner
which are excellent tools as it prevents “shoulder-
surfers” from seeing your passcode and the temptation
to steal your device. If your phone does not have these
options, choose a passcode other than 1-2-3-4.

n Encrypt the storage. Check the options your phone
offers for encryption. Some of the most recent
smartphones do it even by default seamlessly without
the user even noticing. If your device is lost or stolen,
even the more advanced adversaries will have little to
no chance of getting to your data. Imagine what would
happen if somebody got to your photos, messages, e-
mails, and would have ability to log onto your social
networking accounts.

n Set up remote wipe. This function allows you to wipe
all data remotely if your phone is lost or stolen. Remote
wipe occurs as the first thing when the device connects
to the internet. Often, you can also locate your device
using other features this service will offer you which will
allow you to find your phone.

n Only travel with the information necessary for the
work you will be doing, or the meeting you will be
attending.  Leave other files or sensitive information
back at the office. That way if your laptop or phone is
lost or stolen, the amount of data on the hard disk is
limited. For added security, encrypt the files you take
with you.

n Never leave your devices unattended in public

places like the airport, train station, hotel restaurant, or
even in the airplane itself, even if it’s only to use the
restroom for a few minutes, or to order another coffee.

n Only activate Wi-Fi/infrared/Bluetooth when
needed and turn them off when you are finished using
them.

n If your devices are not managed by an IT
department, make sure you have the latest update of
your anti-virus software and that all security patches
are installed for the operating system and installed
applications.

n Set up emergency contacts visible from your
computer or smartphone’s password entry screen.
Check settings on your smartphone to see if you have
this feature. This might help if a good Samaritan finds
your phone, or worse, something happens to you, and
the person will want to call your emergency contact. 

n Be aware of phishing scams in emails.
Sophisticated phishing scams are a leading way that
cybercriminals steal data, and it is easy to fall for them,
especially if they show up in your work email account.
For example, you receive an email that has an urgency
to it (e.g., subject line: "Get back to me asap"). Inside
the mail is a link that the sender urges you to click on.
The link takes you to a fake website that lures you into
revealing sensitive company information. Avoid clicking
on links inside emails unless you are certain where the
link is coming from. Check the sender’s email address
to ensure its authenticity and notify IT right away.
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1. What’s a good way to secure data on your devices?
A. Encrypt it.
B. Pretend it’s not important data.
C. All of the above.

2. You should be aware of phishing scams in emails.
True
False 

3. Once you are finished using Bluetooth you should
A. Do nothing.
B. Make sure you can see the Bluetooth icon.
C. None of the above.

4. You should always make sure your devices have the

latest updates of anti-virus software.
True
False  

5. To ensure your devices are secure if stolen you
should:
A. Lock your phone with a strong passcode or other device
such as fingerprint scan.
B. Set up remote wipe.
C. All of the above.

6. Phishing emails are never sent to your work email ad-
dress.
True
False

Your Name:______________________________________

Have meeting attendees sign this sheet:

____________________________________

____________________________________

____________________________________

____________________________________

____________________________________

____________________________________

____________________________________

____________________________________

____________________________________

____________________________________

____________________________________

____________________________________

____________________________________

____________________________________

Answers to safety meeting
quiz:
1. A
2. True

3. C
4. True 
5. C
6.False

Meeting date: __________________________

Meeting leader: ________________________

Keep work-issued devices safe and secure


